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Abstract. This paper briefly discusses the 
importance of addressing interdependence among 
elements in complex service systems, especially 
under the risk of disruptions, and the need for a 
methodological framework to enhance system 
reliability against correlated disruption risks.  
 
Background. Many complex service systems 
(such as those for transportation, power, 
communications) are essentially composed of 
interconnected elements (e.g., transshipment 
facilities, sensors, power stations) that cooperate 
interdependently via network linkages (e.g., traffic 
routes, transmission lines, electricity controllers, 
social relationships) under various degrees of 
uncertainties (due to natural hazards or intentional 
attacks). Physical, resource, information, and 
social connections have tied these individual 
elements into highly coupled, sometimes nested, 
and interdependent networked systems. Typically, 
the performance of an element in such a system is 
dependent on or correlated with the operational 
states of other connected elements. 

The increase in element interdependence often 
significantly magnifies the vulnerability of a 
networked system to natural, technological and 
human-induced hazards. Even a small local 
disturbance may be amplified through propagation 
along interconnected components, triggering 
massive cascading disruptions across a much 
larger part of the system. A series of such 
examples include the 2002 west-coast port lockout 
that paralyzed freight supply chains across the 
whole country [1]; the 2003 power supply failure 
in both Italy and the North America that quickly 
turned into system-wide shutdowns [2, 3]. In 
particular, Japan’s Fukushima Daiichi nuclear 
reactor meltdown in March 2011 manifested an 
excellent example of cascading disruptions of 
nuclear power plant and regular power network 
under correlated hazards [4]. Similar disruption 
propagation phenomena have also been observed 
in not only engineering systems but also social 
networks [5, 6] and financial systems [7]. In all 
these examples, the underlying interconnections 
and correlations among seemingly independent 
system elements form a structure of channels 
along which local disruptions are transmitted and 

amplified across temporal and spatial dimensions 
of the system.  

Research Opportunity. Despite intensive 
research efforts on complex systems’ reliability 
and resilience, there is a lack of fundamental 
understanding, as well as compact and structured 
modeling methodologies, on general 
interdependences and disruption correlations. Such 
lack of understanding hinders the development of 
effective planning methods and management 
strategies that enhance service system resilience 
and mitigate impacts from adverse events.  

There is a pressing need to bridge these 
knowledge gaps and develop methodological tools 
that can effectively address some of these pending 
challenges, with a particular focus on networked 
service systems. It will be ideal to (i) establish a 
unified theory to characterize general 
interdependences and correlations of individual 
facilities and create an efficient and high-fidelity 
correlation decomposition scheme as the basis for 
system analysis and optimization; (ii) create a new 
set of mathematical models for reliable system 
design and robust protection against correlated 
disruption risks due to random or intentional 
attacks; and (iii) examine dynamic propagation 
mechanisms of correlated disruptions, and devise 
strategies for development of resilient systems that 
can resist such propagation and restore system 
functions.  
Conclusion. The fundamental knowledge and 
theoretical insights on enhancing reliability of 
service systems can be employed in a variety of 
complex service systems that can be similarly 
characterized as an integrated network consisting 
of interconnected elements under correlated 
disruption risks. In all these different systems, 
characterizing element interdependences and 
modeling disruption propagation are critical to the 
development of proper counter-measures to 
improve overall system reliability and resilience.  
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